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Video calls.....

my boss turned herself into a potato on
our Microsoft teams meeting and can't
figure out how to turn the setting off, so
she was just stuck like this the entire
meeting




anada’s Privacy Regulatory Regime

W i@ PIPEDA
i ATIPP

W il PIPEDA
fh atipp

|\

i PIPA*
1 FOIPPA it pipas

il Folp

s il PIPEDA
i Foip

s il PIPEDA 1 FIPPA

KEY

* Federal Privacy Law
m Public Sector
M Frivate Sector

Health-Specific

Deemed substantially
similar to PIPEDA

W il PIPEDA
PHIA*
1 aTiPP

sl i PIPEDA
i Foirp

: i PIPEDA
s i PIPEDA PHIA*
MRTIPPA sl FOIPOP
MPHIPAA &
M Private =
Sector Act*

m Accessto

MFAPPA  f Mpippa  aocuments
PHIA® PHIPA*

* “The Privacy Act covers government organizations on a national scale.




Privacy as a human right
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New York
Cybersecurity Requirements
For Financial Services

Companies (2017)

—

US Federal
HIPAA GLBA,
COPPA, CAN-
SPAM, Do Not

Call, Safe Harbor
Principles, FCRA

",

]

California Consumer
Privacy Act of 2018
(CCPA), Security of
Connected Devices
(2018), Information
Privacy California
Online Privacy
Protection Act 2003,
Data Security Breach
Notification (Civil
Code 179)

Chile
Protection of
Private Life
or Protection
of Personal
Data (1999)

Canada
PIPEDA (2000), Privacy Act
1988 and Prgvincial Privacy

Federal Law on
the Protection of
Personal Data
held by Private

T\ Parties (2010)

Russia
General Data Protection Data Protection Act, July
Regulatign, ePrivacy Regulation 27 2006

Personal Information
- Protection Act (2011)

' No 152-FZ on personal data South Korea

Japan
Acton
Protection of
Personal
nformation
(2003)

Taiwan
Personal Data
Protection Act (2012)

Hong Kong
o Personal Data

Privacy Ordinance
(1996)

India
razil Information
General Data Technology
Protection Law (Amendment)
(2018) Act of 2000

Philippines
Data Privacy
% ¢ Act of 2012

China
Personal Information
Security Specification
(2018), Cyber Security l

Law (2017)
A Singapore ?:JZ 2'12'1393
Personal Data Personal Data Privag :
Protection Law 2000, Protection Act (2012)
Confidentiality of Australia Amendment Act
lnformation Law Australian Federal Privacy Act 1988, Information Privacy Act (2014), 1993 & 1994

Information Act (2002), Privacy and Personal Information Protection
Act (1998), Information Privacy Act (2009), Personal Information
Protection Act (2004), Privacy and Data Protection Act (2014)

June 2020




Why does it matter — Privacy by Disaster

Equifax breach affected many Canadians -
yet the Regulator did not have the powers to
apply appropriate sanctions

Yahoo admitted billions of compromised email
accounts (*difficult for Canada to protect the
privacy rights of its citizens)

US voters (nearly two hundred million) personal
details “accidentally” leaked due to Deep
Root Analytics

Uber attempted to conceal a breach that
affected fifty-seven million accounts.




With competifion increasing — Trust is key

Cyber warfare haE expanded
into @ new domain altogether:

disinformation. The target is
not physical infrastructure, data
or money, but truth itself.




What do organizations heed to protect

Y Customer information % Business Partner information % Employee information
How to protect your personal data? . .
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What are the pain points

o 3 party vendors that do not have the same level of privacy protections and measures
o Otherrisks that 3 party vendors encounter (jurisdictional)

o Canadian jurisprudence — tort of intrusion upon seclusion

o Interpretation of the possibility of harm in the Canadian courts (class action law suits)

o Redress for Canadians — a very hot topic (addressed with the new proposed Digital Charter and
subsequent legislation — Personal Information and Data Protection Tribunal Act)

o Adequacy status plays a huge role: Canada must demonstrate an equivalent level of protection and
redress as the GDPR expects

o Additional accountability and rigor in contracts (audits, certifications etc)

o Privacy by Design —is becoming increasingly important (and needs to be demonstrated)* - definitely
indicating a higher level of privacy program maturity expected




Unintfended consequences
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CHANGE IS THE ONLY CONSTANT

o Certain industries are highly regulated

o Threat Risk Assessments and Data Protection Impact Assessments are
mandatory & NEW *Transfer Risk Assessments &*Transparency Risk Assessments

o Evolving business models need to be brought to market a lot faster to stay

competitive
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Increased Accountabillity

CEOs and Boards are held to account for breaches (in some legislations they can even go to jail
for breach of fiduciary duties)

Companies are required (in certain industries) to report on their compliance status — with dire
conseguences on misrepresentation

Privacy and security part of Corporate Liability

Breach of contractual obligations

Data breaches — Directors of the Board personal liability

Breach of legislation — penal dispositions (GDPR, Privacy and other laws)

Codes of Conduct*




DO NOT COPY

How to navigate

MPC Privacy Quadrant

Where does your company belong?
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MPC Privacy Framework Quadrant
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Managed Privacy Canada (MPC): www.managedprivacy.ca
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GET IN THE

DATA PROTECTION

'SAFE ZONE'

O

TAKE ACTION. ASSESS MONITOR. MEASURE. BE PROACTICE. DON'T

YOUR RISK OF EXPOSURE

REPORT WAIT FOR A REGULATION




